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Outline

» What is Network Management?
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Today’s Networks
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What is Network Management?

» Computer networks are complex live systems
> Require a great deal of attention to be kept up & running
> E.g. Failures, Performance tuning, Service Provisioning, accounting,
baira doa Aokl & yignaSll ClSus 5
505 g Lo LaldiaWl ay Jis alaiaVW (e 1508 1508 allati
co¢ Aaulaal) ¢ daadl) ai ¢ elaY) dania ¢ Jaal) Sie 5

» Network management system: A3l 5 la) olas
> Anything that has to do with running a network 4Sus Judiy 48dle 4l ¢ 3 )
> Technologies el
> Tools <l 5ay)
> Activities ddaiay)
> Procedures Sled yaY!
> People Ualaiy)




Running a Network: OAM&P

> Operations <l

> Keep the network running smoothly, monitor for alarms, watch for
Intrusions and attacks, ...

L Claagdl g AN 3aalia s ¢ Y] 5 jea 4l pall g ¢ Audln Jand 408 &y

» Administration 5 ylaY!

> Keep track what's in the network, who uses what, housekeeping
Al il el g ¢ lgeadiing (sA1 5 @Al i aa g e aaii >

> Maintenance il
> Repairs failures and upgrades network —4Suill duaas g ead¥) ~lal

> Provisioning Ja sl

> Configure the network to provide services, turn up services for end
customers  iledll oDleall ladall 28 )5 d4adall b il ASWl) o oS
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What is Network Management

» Therefore, network management is the activities, methods,
procedures, and tools that pertain to the operation,
administration, maintenance, and provisioning of networks

Glai Al <l V) 5 o) jaY) s callal g ddaii¥) e A0l Bl ld ¢ A
Sl Abuall 93 )l0Y) 5 Jedilly
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Network Management System
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Network Management Examples (1)

» Medium-sized business network
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*What do | do if voice
quality is crap
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Network Management Examples (2)

> Enterprise Network <Gl se 4505

*Heterogeneity —
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Other Perspectives

» The NM operations & procedures & functionalities can be classified
from other perspectives than (traditional) OAM&P

(Lalil)) daline I cileay e NM 8 il sl s cilsl ja Yy cllaall Caioat (Say 3>

OAM&P)
> Classification based functionalities il gl bl o s
> ISO’s point of view: FCAPS
> Classification based on layers Gladall (ulal) Ao Cayiar

> ITU-T’s point of view: TMN

> Classification based on business model Jexll 73 gai (bl Je cayial
> TMF’s point of view: eTOM

» Other classifications ... oA Glaiial as o g
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>

FCAPS

Fault management a3l
> Detecting, isolating, and elimination of failures Jaall Je ¢lzdll g Jje 5 ais

Configuration management 4 oS3l 3,2y

> Setting management parameters, backup and track changing (hardware
& software) configurations

iy oSl (el ol s 3 3¢ Y1) Slasall sy Jabia¥W) gl 53 5lay) Clalae) Janza
Accounting management = <Cbluall sl
> Resource usage monitoring bl aladiul 4l e
Performance management  ¢la¥) 3 )l
> Resource utilization monitoring and management L&l 5 2 ) sall aladiu) 48|
Security management BIEBIN

> Security policies definitions, implementations, monitoring
3380 yall  landaill ¢ Aiay) bl Gl 28 3
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TMN

BS RN
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e OM

< Customer >

Strategy, Infrastructure
(Asiacl) Al g Al i)

Operations <ble

ziall &) & Product
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Commit daal) da) il Cilleal) Sia dclall |l gl
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AR Pl B e

Management ReadineSS
Management 5yl Al
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Why Network Management?

» Computer/Teleco networking is a business
Aoladll Jlae Yl oa VLY /Sl ClSuE 3
> Networks are built to make money  JWll sl Gl cu,y

» Income (revenue) vs. TOC (Total Ownership Cost)
(ASLa) 465 Jeal TOC ((dilie (lal ) Jaall -

> |lncome Glal )

> Service provision for customers with desired QoS
2056 al) A2al) 33 5a ageal (i) o Maall daddl) i 3

» TOC

> Cost to build up the network and its operation cost
Lelin i 481K g A0S ol 485 3
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Why Network Management? (cont'd)

> Cost (to provide the services) (wleaall . ¢il) dalil)
> NM to maximize efficiency, thus minimizing cost
Al Qs s ¢ 3eiSll mbaall NM 5>

» Revenue (realized through the services)
(Gleadll A (e 58a5) Gl Y 5
> NM to ensure services are accounted for and delivered when and
where they are needed
Leall dala cllia cuilS Wi 5 e gl 5 Lgaluial oy cileadd) o e SWITNM >

> Quality (of the delivered services) (dwaiall cileadll (1) 5352l

> NM to maximize the inherent “value” of the managed network and
services provided

dadiall culeadd) ¢ 5 jlaal) A<l Alialiall il e:\.iad NM >
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Why NM: Cost

» CAPEX (Capital Expenses): Equipments, Software, License,
Location, ...

o ddsalls ek il g Gl ) g Claxal) s (Alland Hll g padll) Jlall Wl >
» OPEX (Operation Expenses) : People, electricity, maintenance, ...
e Alpall ¢ el yeSlh e palil) ;(Jdall clss) OPEX >

N

TCO

(Total

Cost of
Ownership)




Why NM: Cost (cont'd)

> Important fact 4. d8ia

While network equipment and NM software are expensive, but the
cost Is amortized over the lifetime of the network, hence,
OPEX >> CAPEX

Clina s QIS Clare o s A NM A jae e o LSDla) &5 28kl () ) ¢ daks
¢« Sulby ¢«OPEX >> CAPEX

Attempt to decrease OPEX Jals 4l glaa
> Even if it results in increasing in CAPEX 83 ) gam oS o Sa

» Efficient network management system can decrease OPEX
significantly, e.qg., ...

oo Bl due e o oS IGOPEX  (=8a Jladl) 4050 5 )l dladl Sy 3>
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Why NM: Cost (cont'd)

> More efficient troubleshooting and diagnostics Ladual s ¢Uaal) CliSivl 5:US (ha 4
> Free up operators from routine problems to focus on the hard stuff
Ll LW e 38 il dig o ) JSLEA (e paliddl j e »
» Reduce amount of expertise required 4 staall 3 all 48 Ll

> Automation of service provisioning, Workflows Jesll s s ¢ deasll s dial
> Less operator involvement Jadiall (s J8 48 jlie
> Increased throughput 4wyl sab)
> Less prone to operator error  Jadall Uaal ica e il
» >50% of network & service outages! (impacts cost and quality)
(325l 5 AalKal) Call<s) [l g daadl) gl (e 00 < 5
> Planning, bottleneck analysis dala sl e Jilad ¢ Jaglaadll
Deploy resources where they are needed most I Ll dala @llia & 5S35 Cum 35l gall i
» Optimization of topologies — La sl sia (awas

> Minimize investment needed for given network goals
Ligrall ASLEN CalaaY o D) laiiny) Juls

%And more 2 @




Why NM: Revenue

> Flexible billing and accounting systems 4 jall daulaall 33 5 6dll alas
» Combine multiple services 3ais Giledd G aeall

> Automated provisioning systems 4iigall b sill Lokl
> Services on demand — “instant on” " _s" - llll s Glaadll

> Customer views of services delivered ieidl cilaadll (e ¢Saall ¢l )i
> Stats on calls made, bandwidth consumed, service levels
el il sise ¢ ellginall san il Glaill (e ¢ Wgloa) 2% Al Sl Ja clilas) >
> Time until revenue <l Y s il
> Minimize time to service from time service is ordered
el B gl Aad e deadld)l g Qs

> And more A
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Why NM: Quality

> Central term in networking: QoS <lSuill 4 5 S e mdhias 1 QOS
> QoS = managed unfairness (to satisfy service level objectives)
(2l (5 sime Cilaal 3adl) Hladll Jeall = QoS >
> In management, QoS is also referred to as “service level”
"iaddl) (5 giua" anly Wl daaadl saga ) Lo o3 0yl 8 >
> Examples of quality — sasall e 3L
» Avallability of service, Service response time, Delay, jitter, echo,
clipping, Video quality, ...
¢ 5ol B3 g ¢ kil ¢ Y1 ¢ alad W) ¢ Al ¢ Al L) ey cdenald) i

» While network must be designed for QoS requirements, network
operation management is also greatly influence QoS

JSy i ASal) Qi 5 )la) o8 ¢ daaal) 30 5a il Jal (e A8l aveial Cany s 8 >
(Q0S) iaxali25a o S
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Why NM: Quality (cont'd)

> Automated provisioning (Y aadill
> More efficient provisioning (less order-to-service time)
(Aeaad) ) callal) g (J8) eliS ST yb s
> Avoid misconfiguration through end-to-end provisioning
b A caha e g 3l DA e Ahalal) Al it
> Provision network for certain quality 4isa 325l 55 48045

> Proper dimensioning, Tested service configurations, Policies for traffic
shaping, connection admission control

Juai¥) J o A aSaill ¢ ) yall AS a JoSil cilulpe ¢ 5 iaal) dandl) Gl oS5 ¢ sl 2adl 3
> Help identify, diagnose, fix problems (reactive) (dlelill) COSL da g pandidi g naad 8 sac bl
> Alarm correlation, faster problem is resolved, minimizing the time of
outages, try not to wait until customer complains
DUEEYT ane Jola o Sl el Ll g Uil iy e Julil ¢ g pud ASS ¢ HIAYI LSl da ol
Jranll Sy Jin
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Network Management: The Players
O s DI A 3 )l

| Users Providers
. of network management . of network management:
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Service Provider Interest in NM

» Service providers sell communication services
YL calaad & Chilaaall (A8 P

> Many market segments: Long Distance versus Local Exchange
Carriers, voice, data, video, ...
¢ Ul ¢ O geall ¢ ddaal) A8l pall ML Jilie A shall ddliall 13 sud) xS e el
.. ¢ sl

> Whereas differentiation in services <leaall & ula cps A
> All running networks is their core business 4l agllaci & 4 jladl CISLEN en
> However, many companies offering same services
Glaaddl udh a2af IS AN e ael) ¢ S xay 3

» Compare airlines: same air planes, airports, “function”
"iad " ¢ ) Uaal) ¢ ol il e A eal) Lo gladll G JEe

> Major differentiation: Quality (SLA) 33 gall 1 uw HlI CaDAY)

B 2 44|




Service Provider Interest in NM (cont’'d)
NM 8 daladll daaall aic

» Management-related differentiation 3_)aYL dalxiall 3l

> Turning up new services the fastest § !l saaall Gleasll J gas
> Running the network at lowest cost 4ass Jil 4<uall (s

> Fixing problems the most efficiently, or avoid them
altogether

LUl Lgaiad of ¢ ddeld L A Ja
> Abllity to give service level guarantees, and keep them
Ler Lliiay g ¢ daadll (5 siuse Clilaa elac) e 5 a8l 3

> Best customer service — sSaall Laxd Juzail

> Who squeezes the most out of network investment
A lafiind (e aliial (] e daxiay A 3

B 2 44|




Enterprise Interest in NM
‘\S.\.u:j\ BJ\J\ Lﬁ ul.u.u}d‘ aaliaa

» Enterprise networks are different from service provider networks:
Al (635 e Gl e Gluwgell Gl Caliag )
> Running networks is not the core business 4wy JueY Cuwl 4y jlall cil<uil)
> Communication services for enterprise operation
A gall Joedill YUY Gilaad 3
> IT departments are cost centers 44l <1 pe 4 Gl glaall L ol 635 Ll

» The network has only one customer & the customer has not any
alternative options

Ly LA (gl reall Gl 5 Jad aa) 5 Jiae 4081 ol 3
> The network Is not the primary competitive differentiator
b)) il 5 8l A cagl dAS03l

B 2 44|



Enterprise Interest in NM (cont’d)

» Since the network is cost, efficient management > minimizing operation costs. E.g.,
(Jlal) Jaaw Ao Jeiil) CadlSs e JI85 Adladll 5 laY) (b ¢ AdlSal) a4l of Ly
> Ability to tie in suppliers, partners, customers
e Sanll g oS Al g (paysall Aoy Je syl 5
> Ability to quickly integrate a new acquisition
de o Bana QL) dalee mad e 33l
> Imagine one hour outage... ... 3aly3clu gUasi) Jois

» at a financial brokerage, at a car manufacturer, ...

» Since network management does not directly determine revenue of enterprise
- less investment on NM systems

NM dadail & Ciluss gall 8 JBYI Laiin¥] clal ol pilee JSG 20a3 Y 403N 55000 oY 1583 3
> It's not just the network, it's also Data Centers, applications, and systems
) AadaiV g calindaill g cubiladl S0 e b ¢ Jadd 3<0ET i Lgs) >

B 2 44|




End Users

» Customers of communication services <&Ylaiyl dledd ¢Se

» Not interested in management unless part of the service (“self
service”)

("AIA Aaadl™) Aeadl) (e e a0 ol Le 3 lYL g e B
> Customer care system &3l 4l ) olas
> Trouble ticketing system 41S&a siall alks
> Service on demand llall die 4eaal)
> One hill 3aa) g3 sl
> Service statistics online < yiY) e dedll cililias)
> Set up usage policies for kids Jadl aladin¥) cilubis slac)

D . &



End Users

> Network managers 4%l sl
> Many roles, for example  JGdl Jaws Ao ¢ 1Y) (e dyall
> Network administrators 4<.uill s
Craft Technicians <l g
Device administrators Y ¢ -
Help desk operators  ladall i€ el
Network planners 4<uill cidaladg

>
>
>
>

» Network management systems, software, interfaces to
support and help them be effective

L Alad o oS3 Ltae Le g Leaeal cilgad sl g Cilma ll g S0 5 ) dadail 3

B o 44|



Equipment Vendors Interest in NM

» Make a business out of selling networking and data center equipment
ULl S e Cilasa g S a (e dpladll Jee V) Jea 3
> Not management systems (application software)
(Clipdail) zal ) 3olY) kil Y
» Manageability: Ease with which a vendor’s equipment can be managed

63\_\]\ Calaxa - Jalasl) :\J}@..u :3J\J¥\ ‘\J}@_u >
> Support by standard management tools Al i sa¥) el 5 ac

> Time & effort to integrated with custom operations support
infrastructure aaiall Cllaall acal dgiadl) 4l ae Leaaal agall 5 il

> Availability of expertise, qualified personnel s sal (il gall 53 pall ) 53
> Required training cost, dependency on support contracts

acall 3 e e alade W) ¢ 4y slhall cyyaill 48l
» Proneness to operational errors Al sl cUadL ) gl

B 5 44|




Equipment Vendors Interest in NM

> Shift in perception &Y & J g3l
> Past: network management a necessary evil
e 1Y sl ASuh ;)
> Present: network management competitive differentiator
(i) claduaY) ASEN 3 lal ; yualall
> Relevance to the equipment vendor <lasall aild das 3k
> Lower cost of network ownership 4wl 48k 4815 yaleds|

> Build brand value: other products work similar to ones
already deployed

Jrdlly b i o3 i) el dlilas (g al cladite Jead 24 jlaill dadladl da oLy 3

B 5 44|



Equipment Vendors Interest in NM

» If vendor B’s equipment is less costly to manage than vendor A's...
A LD e Ll (e 48lSE BB adld) s cilS 1Y)
Total |

Cost
per year

$8% premium or
competitive advantage

(a) TCO structure (b) TCO structure
vendor A vendor B

B o 44|




NM Application Vendors

» Make a business out of developing, selling, servicing network
management applications 48l 5l ciliulai a3 ¢ an ¢ b (e 4l Jae ¥ Jaa
> Fill the gaps that equipment vendors leave open

da gide Colarall gaily LS iy Al <l gl o >
> Multi-vendor support p=illl saeic ac
» Complete end-to-end NM instead of device management
Sleall 30 e Y dles ) WeNM JleSind 5
Management functionalities instead of managing devig:es, e.g., work flow,
customer care, «Swal Ale 5 Jandl 3835 ¢ JUl Juw e ¢ 3 3ea¥ 35000 (e Yo s oyl cailla
> Competitive features — awmdlis &) jua
> Multi-vendor support  (p=illl 2asie aca
> Customizable apad
> High-end management functionalities 48l 1l 5 jlay) ailla g
> Easy to use and integrate JalSill 5 alasin) Jeu

B s 44|



System Integrators kil Ja\S

> Make a business out of network management 4Suall 5 13 (e 4 jladll Jlae ) Jaa
> How when NM Application providers develop the tools
52 aghats NM il 5355 o 56y Ladie (oS 5
> Because of, inreal world  &asll allall 8 ¢ s
No one tool or application can do every management tasks
300! alge IS alll 4i€ay aal 5 Gk of 3ol aa g3 Y
> = Multiple applications for different purposes  4ilida (al &Y sa3ie Clipkas

» These applications manage the same network (from different aspects);
hence, should be integrated, because

O ¢ AlalSie (5585 o cang ¢ Ml g ¢ (Aakine (il g () A0 iy ilipdaill b2
> Work on the same databases Gl ae) 8 s e Jaall
> Used in the same workflow procedure  Jeall juu el o) (udd A& daadiill

» While there are many management standard protocols and interfaces, in real
world sriall alladl 8 ¢ Clgal 53 )oY Aldll ¥ S gig 5l e paal) Sl ) s S
> Applications don’t work together as easy as it seems s LS g culaplaill Jaes ¥
> NM users need more integrated functionalities cesstiue zUsy NIV Sll€s jSicaila, N

B L 44|




System Integrators skl JalSs

» Fill the niche between COTS (Commercial of-the-shelf) and
custom development by network providers

ALl (53530 U8 (e panadall skl g (asd )l 3,la3) COTS o 40K Sl
> Specific operations support infrastructure sl Aiaill 4l aca Glilee
> Management applications to integrate 4Ll 5 la¥) Cldulas

» Operational context to integrate: enterprise information systems,
ordering, b2b, ... ¢« <lhall ¢ i gall Gla glae dadail ;Jalsall Ladall gld) |

> Develop software wrappers, protocol converter/gateways, API
customization, ... uesedis ¢ JS gl Gl g/ Jonag ¢ gl pll ddle] y 4kt AP «

» Make a business out of management requirements that are
specific only to particular management users

Q:\.'\...\xd\ BJ\JZ}” wmm LalAll 'é)\d}(\ t_i\_\lbla CJ\A' d\.A.G‘)” J=al
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Put Altogether

-

Service Provider Network

Network
Manager

A

y

4 )
Management System
Management Management Management
Application Application Application

Manageable Network Devices

A 4 A 4

[ Customer ]
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Put Altogether

LIS

cﬁa

(
Service Provider Network OAM&P
Net
Mana
A/
f
m
Management Element ement
Application Configuration cation
NS //

A/
y

& Billing

Service Order

Network Devices
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A 4 A 4

[ Customer ]
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» What is going In Real Network Management
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A Day In the Life of a Network Manager
AL el o

»type of organization that runs the network
3l s A Aadaidl ¢ g 3
» particular function that the network
manager plays within the organization

Ladaidl Jaly anly 405N ae o) Aala dida g >




A Network Operator for a Global Service Provider
oalle Tadd 3 g el ASud Jaia

» A typical NOC(Network Operation Center)
(Al Jirds 8 ) (235«NOC >




Network Management Tools 4Suill 5 la) & gl

» Management tools: management systems that network
managers interact with

IS yaae Lgaa Jeliy Al 5 lay) akai 3 lay) &l gl
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Network Management Tools 4wl 5 la) <& sl

> User interface of the t00ls Sl g paiiesdl deal
> Flow through systems may not have user interface at all
LY e aatiie dgaly o dadal) ye il s, Y 8 3
> Provisioning tasks are done automatically, user never touches it
15l il Lganaly ol ¢ GHAE a5 3 plen 5
> Text-based interfaces often preferred by power users
A sendiis Leliady Lo Wle i) o adiad Cilgals  »
» More productive, know what they are doing, don’t be slowed down
by mouse clicks and navigation

Jal) g e sl el yan Ualiii Y ¢ 40 glady Lo 48 ey ¢ daaln) j<T 5
> GUIs Gleal
> Occasional users, Training, ... ¢ <l ¢ AY G e () sl

> “Legitimate” GUI uses: Monitoring, Visualization of large quantities
of data, Summary reports

D 5 UL e 5 S ]y guail g A1 el e LI se gus )1 addinall dgal s addind

@ p el




NM Tools Examples : Network Analyzers
Gl gal Al NM 4l Jlaa

» Network analyzers come under many different names,
Including packet sniffers, packet analyzers, and traffic
analyzers

sl aadiie @llh 8 Loy ¢ ddlisae 3 0 plawd cand IS ot @l ol A6
sl Slaa g 2 jadl GOUsg

» view and analyze current traffic on a network
Al e Aadadl )5 el 4S ja didatis (a2 5>

» capture or “sniff” packets that flow over a port of a network
device and present them in a human-readable format

3ol Al W8 (auily Lgapai 5 ASLEN Jlea Mia e (3031 N o sl Ll ol Lalall 3
Old¥) J8 (s

B i 44|




Network Analyzer: Wireshark.. Wireshark:<Seill Jaa

0010
0020

Me. .

ethi:

Boo e
@]

etho: Capturing - Wireshark

Fla Edit wiew Go Capture Analyze Statistics Haelp

R Res2¥78EE acaal gMHEX O

Time
O 1l3¥.331107F
47 135,.9314563
48 139,931466
48 139, 975406
S0 139,976811
=1 140,075578
52 140, 079583
53 140.080278
54 140, 0B&7ES
55 140.0B6521
56 140, 197484
57 140, 197777
S8 140, 197811

B 1A0 a0

<live capture in progress> Fil...

Source

WlLSLI u||-|.'||.f s Ko EE

ThomsonT_08:35: 4f

182,168.1.68
182.168.1.254
182.168.1.68
66.102.5.99
152.168.1.68
152.168.1.688
162.168.1.688
152.168.1.68
66.102.5.99
66.102.9.99
152,168, 1,68

BE 1O M e

Destination
DI UduLdail

Wistron_07:07:ee

152,168.1. 254
152.168.1.68
65.102.9.99
152.168.1.68
65.102.9.59
65.102.9.59
65.102.9.99
65.102.9.99
192.168.1.68
152, 168.1.68
66,102.9.99

107 e 1 Ea

P Frame 1 (42 bytes on wire, 42 bytes captured)
P Ethernet II, Src: Vmware 3B:eb:0e (D0:0c:29:3B:eb:0e), Dst: Broadcast (ff:ff:ff:ff:ff:1f)
I Address Resolution Protocol (request)

20 38 eb O= O 06 OO O
25 38 eb Oe cO a8 39 80
35 02

Packets: 445 Displayed: 445 Marked: 0

- J[* E:q:-ressian...| f;lear | ﬁ?gpply‘
Protocal  Info
e W 11dy 13L: 100 L. L8] TELL Lo LURD. L LD
ARP 192.168.1.254 is at 00:90:d0:08:35:4f
ONS Standard query A www.google.com
DNS Standard query response CNAME www.l.google.com & 66.102.9.99
TCP 62216 = http [SYN] Seq=0 Win=8152 Len=0 M55=1460 WS=2
TCP http = 62216 [SYM, ACK] Seq=0 Ack=1 Win=5720 Len=0 MS5=1430 |
TCP 62216 = http [ACK] Seq=l Ack=1 Win=657B0 Len=0
HITR GET jfcomplete/searchihl=en&client=suggests]s=truskqsmécpsl H
TP 62216 » http [FIN, ACK] Seq=805 Ack=1 Win=65780 Len=0
TCP 62218 > http [SYM] Seq=0 Win=8192 Len=0 MS5=1450 WS=2
TCP http > 62216 [ACK] Segq=1 Ack=805 Win=7360 Len=0
TCP http = 62216 [FIN, ACK] Seqg=1 Ack=806 Win=7380 Len=0
TCP 62216 = http [ACK] Seq=806 Ack=2 Win=G65780 Len=0
Trn httn w mria fovm  arv]l cam—n Ask—1 Lha—E790 | an—n MOC=1 A0 |

=)

Profile: Defauk

I x]

B
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NM Tools Examples:Network Analyzer —MaaTec
&l gl ALl NM ;- 483 Jlse MaaTec

T MaaTec Network Analyzer - PacketList1 - [PacketList1] E]@E

= Eile Edit Collect Wiew Tools Window Help - = E‘
EEwMEARIxOPE B IES NGO ¢ = o

ol x| -
Time [Length] MAC Src. MAC Dest. Type L3 Src. L3 Dest. ﬂ
Name Total Lost 10:11:75.474844 (93]  Office PC1  Local #1 NetBIOS-8SN  Office PC Local #1
cililzes ) rel Pz el 10:11:25.475017 (54)  Local #1 Office PC1  NetBIOS-SSN  Local #1 Office PC
Local #1 0 10:11:25.475181 (60)  Office PC1  Local #1 NetBIOS-SSN  Office PC Local #1
0050BF063EB7 0 10:11:25.475215 (54)  Local #1 Office PC1  NetBIOS-SSN  Local #1 Office PC -
10:11:51.364310 [86] Gateway Broadcast router Gateway Local Network
10:11:55.503101 [219]  Office PC1 Broadcast NetBIOS-DGM  Office PC Local Network
10:12:01.016223 [42)  Local #1 Broadcast  ARP
Kl — 2 10:12:01.017016 (60)  Gateway Local #1 ARP
Title 10:12:01.017033 (62)  Local #1 Gateway HTTP Local #1 80.90.143.13
PacketList1 _15%_ ) 10:12:04.035748 (62)  Local #1 Gateway HTTP Local #1 80.90.143.13  ~|
Capture.mna Ethernet Il ~
PacketListZ Dest 0O0ADCS294186 (Gateway) 0000: 00 A0 C5 29 41 B w
New... Src DOSDBFOSSEET (Local #1) 0O006: 00 S0 BF 06 3E B7
Ethertype: 0500 (IF - Internet Pratacal) o01lz: 08 00

|Pvd - Internet Protacol vd
Taotal Length: 48 oo01i6: 00 30
Identification: 1856 0o01g: 07 40
don't fragment | last fragment
Fragment Offset: O

Time ta Live: 128 oo0zz: &0
Protocal: B (TCP - Transmission Control Protocal) 00z23: 06
Sro 192.165.100.107 (Local #1) 00zZa: CO AS 44 6B
Dest 80.90.143.13 0o30: 50 54 SF 0D

TCP - Transmission Control Protocal

Sre Port: 1081 0034: 04 1B
Dest Part: 80 (World Wide Web HTTF) 0036: 00 50
Mat urgent
Reset off | Synch on | Final off
Options:
20 Maximurn Segment Size: 1460 0054: 0z 04 05 B4
4: SACK permitted 0060: 04 02 ™

@ Packetlist |@ Eapture.mnal @ Packetlist2

For Help, press F1 LM
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NM Tools Examples: Device managers
NM <l saf 48] - 3‘}.@4;\)” 5 R

» View and manage individual devices one at a time

aa) g g 8 8aa) g A0 il 8 3eaYl B ol g e B

> View statistics Glebany) (e

> View alarms Y e

> View configuration G sSall o e

> Change & tune parameters Clalaall laua g jpas

Most basic interface: Telnet sessions, CLI <luls Al 4gal 5l Telnet «
Can do anything on a per-device level Jkall & siwe o o ob sl daii o Sy
> Often interface of choice for network administrators
A s JLEaY) dgal s glal) (e S & >
» GUI, Web app more user friendly (easier to operate, but sometimes less

productive for “power users”) & s S cugll Gadat ¢ da g ) ardiieall dgal
("] eadiiia" 3 Aualh) B Glal) (e 3 oK1 ¢ il 3 Jend) alasiny)

» Often specific to a particular vendor and device type kel & si5 ae gily als 055 L Glle

B i 44|
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Device Manager — CiscoView
CiscoView - 3 ¢V 3 )l

NETWORK ANALYSIS MODULE SHUTDOWN
WS-¥61a8-RJA5

SHUTDOWN

CONSOLE
Pnuv 1—

SUPERVISOR 120 WITH INTEGRATED SWITCH FABRIC K

@

WS-X6066-SLB-APC

13577




NM Tools Examples :Element Managers
Jm\_ud\ ¢) yaa 1 NM Q‘jﬂi L;.C ‘dAAi

.|
» Element managers are systems that are used to manage equipment in a network

ASLEN A Glaxall 3,10 a0diud Aalail ad paiall g 334 >

» designed for equipment of a specific type and of a particular vendor
Ore by (pxa £ 55 (00 Dl deaas
» View device status and configuration and modify their parameter
o doalal) dalzall Joand s (Sl Sleall Alla e
> e.g. database with network elements A ualie ae cilibull 32018 Ui

» it enables users to back up and archive how devices are configured, to restore device
configurations if that ever is required, and to manage the distribution of software
images to the devices il oS salaind 5 ¢ Leh <5 4 5 483 00 alia) g o) ) (e (g seaionall (Ray

53l e el ol Jsea qisie ol ¢ 3OBY) e Uslha elld IS 1) Sleal)

» element managers can receive event messages from the devices, which enables users
to monitor the various pieces of equipment across the entire network, not just one
device at a time. A8 ya (e Geddiual) Sa3 Al g ¢ 5 eyl (pe Culaall il s paliall (5 yral (S

Be S G dadaal s Jlea s ¢ JalSIL AN e Cilaeall (g ddlisa) o] 3o

» Automatically discover equipment LGl ilaeal) ol
> Northbound Interface Jedll deal

B 2 44|




NM Tools Examples : Management Platforms
511 Claia 1 il gal e 4Bk NM

» Management platforms are general-purpose
management applications that are used to manage
networks

ALl 3510y aadind dalall Gl e B 3l ikt 4 5 lY) Glaie 3
» management platforms are vendor independent
lsiiee b & 30y Glaia
» different environments aalise Cliy
» the primary task is to monitor the network
A3l 48 je o Al degal) >

B 2 44|




Device/Element/Network Managers

Other mgmt apps

Network

manager S Ty
Device Database
manager




NM Tools Examples : Collectors and Probes

> Collectors awlaxl
» Collect raw data from the network a<uill (e alall bl aea

> traffic statistics 4y sl clilany!
> periodic status snapshots s i sl ildadl
> Events laal
> Filing, archiving, compression Lzl 5 285 )Y 5 g )
» Format normalization el Bt

> Sometimes, data pre-aggregation, filtering, searching
Canll ¢ dguaill ¢ clibull aead J8 ¢ Gla¥) Gy & >

> Probes —_=
> Generation of data from the network ASAl) (e bl
> Measurements: e.g. current service levels 4l daall il sie JUa jbulal)

> Offload management applications from high-volume routine tasks
paall 5 5S4 o )l algall (e 3 1aY) Clapkai Jras 12|

B e 44|




NM Tools Examples : Intrusion Detection Systems
JLall Cass dadail + NM <l ol 4]

» detect suspicious communication patterns on the network
that might be indicative of an ongoing attack

e asaa o a5 S0 a8 Al ASEN e da gudiall WLV Lalal Gili)

> Attacks Olana
> attempted break-ins into routers or, servers, sl s 4 sill 5 jeal ala) 4 o

> denial-of-service (DoS) attacks 4axdll ) Cleas (DOS)

> |IDS techniques 4 9] LS
> analyzing traffic Dol A8 a sl
> listening to alarms BIS{ESTEN R FPRSY
> inspecting activity logs Ll e and
> observing load patterns Jaall Llail 481 4




NM Tools Examples: Performance Analysis Systems
1Y) Jalas daasl  NM <) gl AL

» Collect performance statistics ¢13Y) Clelian) aea
> Monitor performance tends s £12Y) 48
» Detect performance bottlenecks ¢12Y) CulBliia) Cais
> Uses for J padiey
> Service level management 42l (5 siuse 10
» Monitor if agreed-to service levels are being kept Examples: Delay,
jitter, voice quality, ...
Basa ¢ alai V) ¢ pualil Al Lde (3diad) daadll il giuay Blaia Y] &1 oS 1) Lo 481 4
L6 C'_U.-.al\
> Proactive fault management Al Uad 3 )y
» Detect problems that are brewing oaiAS Al JSLa) s
> E.g. deteriorating response times AtV il ) saai M
> Troubleshooting and diagnostics il 5 Ladla) 5 clad V) LSt
» Network planning A0 Jaglass

B = 44|



NM Tools Examples: Alarm Management Systems
DAY 3 ) Aadasl 1 NM < sal Al

» collecting and monitoring alarms
Sl Y] A8) ja g pen 3>

> Correlate alarms <1y Ly
> Initial diagnoses for the root cause of an alarm

> provide impact analysis to forecast the fallout
that an alarm might have

DAY Lhasy a8 Al be il awill Sl Jalas PERTEI =

B 2 44|



NM Tools Examples: Alarm Management Systems
J\J.\:ﬁ\ SJ\JJ dalail - NM L"_i\j_‘ii Al

f_:l Cigca Info Conter Event List : Filters"RLL Events™, Views"Dsfault™ =K

0320000 11:0520
032803 11:05:10
0372003 17:0505
0328035 11:05:00
032003 11:04:49
03428003 10:52:59
03/28/03 10:42:18
0328003 10:5323
0372803 10:45:23
| 0328M0311:0519 -
| 03728003 11:05:18
03728003 11:0506
032003 11:0504
| 032803 11:0503  °
| 03zeO3I 110525 )




Other Example Tools Al dis &l s

o Trouble Ticket Systems o DSl dadal Al
> Used to track how problems in a network ASedll b JSLial) o il aaaig
> different from managing the alarms IAY 5 3eal 5l e Caliag
> Work order management systems Sandl jal 5l 3 la) alas
> Equipment installation, wiring, repair, replacement 7>l s ¢ Y5 Clazall CaS i
» Management of truck rolls Glialdl 48 5 1)

> Interaction with inventory and ordering systems for spares
Dbl adail llall g (g 53l alai ae Jeladll
> Interaction with workforce planning systems allal s sall Jagaas dakail ae Jelill

> Service order management systems a2l el gl 3 la) alas
> Entry of service orders Al el 5l Jsaa
> Adding, deleting, modifying a service 4w Jid ¢ cada ¢ ddla)
> Orchestration of service order process, e.g. Juw e ¢ daadll jal dlee Gal 33

» Turning on billing O gl Jaeds

> Credit card verification dnlay) A8Uad) pe g3aill

> Flow-through systems to provision the service aeall b ¢ JYA (e (@8l alas
> _Tracking of service order status Aardl) b Alls o

D . &



Other Example Tools ¢ _al dis &l sl

> Inventory Systems 2_all ks
> to track the assets of a network provider.
A8 25 e J geal auil
» Network inventory systems track physical inventory in a
network ALl A adll gl A0l 5 ja dadail o
> Service inventory systems track the instances of
services that have been deployed over the network

A8 e W o3 ) cilendll CiOlie deadll (5 i dadai]
> Service Provisioning Systems Cleadll b g5 dalas]
> facilitate the deployment of services over a network

A<l yie cleadll i Jagas
» very complex applications Alall 3a8ea Cilaplas

D . &




Packet Analyzers : InMon Sflow probe

» http://www.caida.org/tools/taxonomy/worklo
ad.xm|

ég [ - Princeton
> CUStOm er y xn. «||*-. oF Uni\;;s1y'ofCalifonia j;_;: University N
: FLORIDA ~  Senfrancisee TEXAS
> Education s
e D
| ationa
> Governmei-y Lahoraindes

The Cooperative Association for Internet Data Analysis
oY) ULy Jalail 400 glatll dpmaal)

B 2 44|




Passive Monitoring (Adadd adl) dulud) 481 sl

» The passive approach uses devices to watch the traffic as it passes by.
. \.@.}J})A\ o ] JJJA\K}'&&MB}@%&\ emm}d\ c@_\h

» These devices can be special purpose devices such as a Sniffer, or
they can be built into other devices such as routers, switches or end
node hosts

Lg);\o\)gé\@\.@_umusaucujdﬂ\duubua\ﬁ\jo)@\u)&u\wo)@}“o& >
M\.@.\S\omwj\damﬂ\)ﬁ)j\m)ﬂ\o‘)@é\dm

» The passive monitoring devices are polled periodically and information
Is collected (in the case of SNMP devices the data is extract from
Management Information Bases (MIB)) to assess network performance
and status.

b‘).@A\‘dlA L_\\.AJXMM (‘;JJ}(_SJJJJSMJLS‘)S\ M\é@MM\MJ\oJ@A\ >
Teila 3 \;\J\(u.\s.d((l\/HB) Uu‘ymujmm\jswuuumc\)w\ < <SNMP

» The passive approach does not increase the traffic on the network for
the measurements.

cCbulall A3l e s 5all 48 ja e i Y Jlad el zdll >

Q%Ohttp://www.slac.stanford.edu/compémet/wan-mon/passive-vs-active.html @



Passive Monitoring (Adadd adl) dalud) 481 sl

» It also measures real traffic. However, the polling required to collect the data and
the traps and alarms all generate network traffic, which can be substantial.
Further the amount of data gathered can be substantial especially if one is doing
flow analysis or trying to capture information on all packets.

Al 5 S Iy s gal s Fladll y il aead cosllaall o1 58Y) (¢ @lld pay Addall Hg el 4 (e LS 3
& Al bl AaS (5585 o) Sy ¢ @l e e 308 G o5 gl Ry Al ¢ AN e yg 30 38 s
el e e il gleall Ll Jlay o 3801 Jalaty a6y 6 all (S 1) ala 3 0 lgran

» The passive approach is extremely valuable in network trouble-shooting, however
they are limited in their ability emulate error scenarios or isolating the exact fault

location.
e L 850 o eh Glld aa s ¢ ASLAN MG CLISTL) 35 S Al b Ayl gl Hdad B
LGadal) Uadl) phse e o eUadl) cila g 5l 3lSLas

» Since the passive approach may require viewing all packets on the network, there
can be privacy or security issues about how to access/protect the data gathered.

Bl S i S5 o (S ¢ 2K e Sl e m e e 8 ARl el O 13RS
Aaan 5 Lomen 8 ) il ) m o) B Jpm el 5] e sl

B 0 44|




Active Monitoring  4daddll 4.:8) sl

» The active approach relies on the capability to inject test packets into the network or send
packets to servers and applications, following them and measuring service obtained from the
network. As such it does create extra traffic, and the traffic or its parameters are atrtificial.

Mdaj\u.ul_\s_gt.@_u_ﬂ_m_gcuw\jed\jﬂ\é\eﬁd\.u)\}\M\@me‘eﬁcmécDJM\LALM\GQ_\M.JA.\a_i >
WALQ_AL’.A}\J})A\‘\SPJcMShA‘JJJAASJ;dSMMUcj;AS\ \JALAL M\w\.@.\l&d@\ﬁ@j\

» On the other hand, the active approach provides explicit control on the generation of packets
for measurement scenarios. This includes control on the:

@?SA:‘M&JUA‘AB:’U‘w“—’uﬁJMEP°wJ&2M\)DJ@M\c@_\“‘)SﬁcLg);i:x:q;\_qu‘ >
> nature of traffic generation, ¢ osoall A ja Al g Al

» the sampling techniques, the timing, frequency, scheduling, packet sizes and types (to
emulate various applications), statistical quality, the path and function chosen to be
monitored. Being active implies testing what you want, when you need it. Emulation of
scenarios is easy and checking if Quality of Service (QoS) or Service Level
Agreements (SLAS) are met is relatively straightforward.

B sall 5 (Adlaall cilinladll slaliaal) Lo sil s a3l alaad s A gaall g a3 il 5 cud il 5 clial) 380 il
SLae a3 4] lint Latie ¢ 355 La JLEAT iy sl 055 0 g s om0 A g5 el 5 iliany)
i givsa (( SLAS ) deadll (5 gine Lili) 5l (Q0S)  Aeddl) 535a cuilS 13 Laa (58l 5 Al il gy jlisudl
z sl

B e 44|



Passive And Active Monitoring

» Given the complementarily of the two mechanisms, we need to explore
ways to get the best of both worlds.

opalladl 8 e Juadl e Jgeaall 5k LT ) liag ¢ V) g JalSE ) kil

> A possibility is for the active measurement probe to schedule passive
measurements of appropriate metrics at appropriate points along the path,
while the active measurements are being made. When the active
measurement is completed then the appropriate passive measurements
can be paused thus reducing the gathering of unnecessary data.

Al il V) 8 Al GenlBal) e Adlad el lalall A gaad Jladl) ) sadatl sa Jlada¥ly >
Cluldl) Caliy) Sy ¢ Jadill bl Jlai) aie dadall ciluldll o) ja) s laiy gkl Jsha e
» By comparing and contrasting the active and passive measurements, the

co-validity of the different measurements can be verified, and much more

detailed information on carefully specified/scheduled phenomena are made
available.

¢ Aalia ) el A< jihall TuaSiall e giadll Sa uwﬁjdwumw@mjm)wu >
gl A gaaall / soanall al g5l Jsa Sluads ST e slaa b 4

B o 44|




NetFlow

» Cisco NetFlow is a Cisco developed flow technology that allows
bandwidth monitoring of a network. NetFlow Analyzer is a software
that uses Cisco NetFlow to monitor bandwidth and runs in windows
and linux.

Al (gaa yill GUaill A8) o 2 HCISCO (e 35k (3803 40 aCisco NetFlow >
a2 @aill i je 480 1ICisco NetFlow exiiu U 5 s NetFlow Analyzer
oSl g 5 e gl (& Jamy g

> NetFlow packet details? 4 Jualds
NetFloaNetFlow
» Source and destination IP address Ol |P Aga sl 5 Haadll
> Input and output interface number Agaly ) Gla il s OA
> Source and destination port number Aga il 5 Haall daiall 8
> Layer 4 Protocol JsSsisoll ¢ 4k
> Number of packets in the flow Gl 4 s sl dae
» Total Bytes in the flow Al & il Jea)
> Time stamp in the flow @l A el aldall
> Source and destination AS agasll s Jauaddl AS
> TCP_Flag & TOS

Q%O http://www.manageengine.com 65 @


http://www.manageengine.com/products/netflow/netflow-analyzer-linux-windows.html
http://www.manageengine.com/products/netflow/netflow-analyzer-linux-windows.html

Outline

>
>
>
>

»Why Is Network Management Challenging?

€ ALl B 1o riad 13l B

B e 44|



C

>

hallenges Slaaill

Network management is a complicated process saiss iglee o K5 5 i)
> Very wide has a5
» Various functionalities, Different objective, ...
Looocalidg oo ¢ ddlisa calda g
> With many details Jualdill (e Sl as
» All protocols in networks need to be managed!!!
M la o) ) i il 8 Y Ssig ol mpan 5
> From different perspectives 4dliaa ki Cilga 5 (1

» Technical issues, Managerial issues, Human!!
11 ol ¢ aglay) Uleadl) ¢ 4l Jibwall

> Challenges  <Laadll

> Technical challenges 4l &ibassl)
> Organization and operation challenges Jsiill 5 audatill cilyass
> Business challenges Juey) cibass

B

: &



Challenges Example: Technical 4l ; Gbasill Jua

» The first and obvious set of challenges «basill e daial s de sana Jf
> NM system is a very big and complex SW, general issues:
D ddle ULl (SW saaza g a3 pS sa NM o >

» SW architectural design issues SW s _lerall aranaill sl
» Appropriate technologies doulial) culuatl)
» Development & documentation G gl g dpaiill
» Test & troubleshooting leadlal 5 cUadl) Caliinl g jlaal
» NM context Issues: NM Gl JSUi
> Application characteristics Gukill Laillad
> Scale wlia
> Technology cross-section aal) adadall L 5l il
> Integration Zad

D . &



Technical Challenges: Application characteristics
Gl atliad -ddl) chbasdl)

» NM is composed of different functionalities (e.g., FCAPS)

(FCAPS Jiv) ddlide aillas 50 NM - 583 >
> These functionalities are implemented by specific
applications. sadae Clankai 3y )l e cailla sl aa 2w o,
» Have own requirements and characteristics from SW
engineering point of view

Ladigh Hhidea s SW (e dald pailiad s e L 5
» Some example (common) characteristics

oaibadll (A yidall) ABaY) [z >
> Transaction-Based System Characteristics = <3laall e L8l sail) (ailiad

> Interrupt-Driven System Characteristics — Axhliall S oy alai jailliad
> Efficient Data Analysis System Characteristics Judll <ltall Jalas aUai ailiad

B o 44|




Transaction-Based Characteristics

> Network configuration for service provisioning 4eaall i ¢l d4SuEl) ) o3
> Rollback in the case of any failure/error Uas / Jié sl 2 sa s Al 8 aa) 5

Provisioning | 1. Validate request, identify resources
System 4. Status update, service ready
2. Configure 3. Configure
CPE Aggregation

7
4/\“*‘:,’:.., DSL -
g)—l ' . Core Network

Customer
Premise
Equipment

Access
Network

. &



Interrupt-Driven Characteristics
dadalid) LS jan (ailad

> Network health tracking is an objective of NM. NM<saa sa 38 daia ah
> Devices inform events to manager through alarm message 2>

unsolicited message (interrupt)
(Aadaliall) 4 gllae ye Al sl Ay A Cpe paall 1) laa¥) E00L 5 3eal) asis

> Challenges Gilasdll

) ) Alarm Monitorfné ’
> Real-time processing & response System w
Aaialls haead Gaaall cid )
> High volume of interrupts
» E.g., a broken router
> Multiple physical link failure alarms

> S0 many service disruption alarms
> Unexpected routing updates
>

r
I,\-J "“‘“H——-.,,__hh Alarm: 9:45:03: ...
b




Efficient Data Analysis System Characteristics
Jleall Ul Jalas ol (ailias

» Operators need to analyze network performance to

> |dentify bottlenecks, ¢ ClEWAY) paas

> Guarantee SLA SLA Olesa

> Evaluate utilization of network resources A4Sl 3 ) g aladinl A
» Understand traffic patterns D all el agd
> Analyze trends for future network planning/design

Jifinnall 3 3,0 pyans / Lshadll Calai¥) a3

» Challenges haal)
» Gathering large volume of data Clba) (pe 35S 40eS pan
» Processing data ULl dallaa
> Statistical analysis and interference Jaxill 5 Alasy) Jaladl)
> Efficient & complex algorithms Baaa g Allad il ) ) A

B 7 44|



Technical Challenges: Scale
Gail) -daal cubaasl)
|

» Computer networks are large scale systems
Gl Arsl g dadail & el IS B
> Scalability is a fundamental requirement in NM
NM & ol Ja i g8 dpapxill 3

» Scalability needs proper design and technologies

i DLl g aranal () liag auslll 4LE )
> NM for ~100 node is complete different from NM for ~10000 node!
1333adl Yov e~ NM o0 JelSIL Calisisaie Yor ~ 0 3

> As a general rule scalability is a SW architecture problem rather than
HW platforms.. HW laic (e Yy SWish 8 A8 a6l 416 a2 ¢ dale 32016

> While hardware performance is increasing, NM processing
requirements increase more

LT NM Aadlee cobillaic ala 35 ¢ 5 eay) elal 53l y el 3

B 7 44|




Technical Challenges: Technologies
lail) -aual) cbaasl)

» Many different technologies need to be used to build a NM
system: Many technologist with different expertise

Ailisa s L”SJ.J ” S8 e 2all NM: (,U:',_', el dalis ol caliall) e sl e\dil.u\ ERENTR

» Examples ALl
> Information modeling Ola slaall dadas

> How network devices, links, service, management parameters, ...
are modeled?




Technical Challenges: Technologies
lail) -aual) cbaasl)

> Database clilal) sacd

> How to design required NM DBs (devices, links, services, customers,
configurations, ...)

(o ¢l oSl ¢ eDlaadl ¢ laaddl ¢ Jagl g 50 ¢ 3 3¢a V) 4 slhadll NM - cilily ac) 8 aganad 468
> Distributed computing e ) gall dpus gal
> By definition, NM is distributed computing
sl myd A NM e il oy 5
> Moreover, to achieve scalability & reliability, distributed computing is needed
G sall A gal) N sl lia ¢ 38 55 gl 5 o sil) A0 Gasil el e 50
> Network (L4-L7) protocols (LA-L7) 4Sulll &Y S 555 0
» User interface padiaall dgal
» Visualization of large volume of data efficiently & user-friendly
d@u&\%}ﬁ;@@h\:ﬂ\wﬁseﬁw‘)jmﬂ\ >
» Support large number of user for customer care software
£ Saall Al ) bl readiiiall (ja juS 23e aey

B 7 44|




Technical Challenges: Integration
JelSal) -4l cbaadl

» Swivel-chair syndrome

Application 1 Application 2 Application 3
Management Management Management
application 1 application 2 application 3

Core logic Core logic Core logic
[os ] o5 ]




Technical Challenges: Integration
JelSal) -4l cbaadl

» Make different NM applications as if they were a “NM system”
“NM ?LL""" | alS o LS clanlatl) NM alisa ol 3

Integrated system

Integrated
GUI
| I |
| | |
______ I I —__—__
I Management Management Management
application 1 application 2 application 3 | ‘!\Int?&ritizg
Core log Core log Core logi | PP
Integrated
DB

B i 44|



Organization & Operations Challenges
Cllaal) 5 addatl] Gilass

» How human are organized for NM is an issue

duzmd ANM J o) alaii ab a3
> Large enterprises with IT departments it pludl a3yl S )
> Service provider networks (e.g., TIC) (e.g., TIC) 4l 2y e cilSud

» Itis an other dimension (rather than technology) for successful
network management i A0l 5 10y (L o) 5SS e Yay) DAY ) 4)

> How to divide the tasks of NM? *NM ples apuidt 488
> Itis not easy, eTOM tried to answer  4aY) eTOM Jsla ¢ g e il

» How to organize and mange people to perform tasks

algall o1aY Lulall 3 510) g adaii 48K >
> Again is not easy, depends on human factors
A il el ) e ading ¢ Al Cand 551550 >
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Organization & Operations Challenges

Cllaal) 5 addatl] Gilass

» Common tasks

> Networ
> Networ
> Networ
> Networ

K planning
K deployment
K operation

K maintenance

> Workflow management

> Inventory management

> Order & Billing management
> Security management

S yiiall algall
A L
48,0 L
Jlac V) il 3\
C9 3l 3 1Al
D) 8l g allall 3 510
SPNESIN

79
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Outline

YV VY V

>
» Network Management Evolution
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Telecommunications Services Evolution
YLty Gladd ) gl

Personal information services

Entertainment services
Business to business services
Multimedia Teleconferencing
Enhanced voicemail services

Voicemalil services

Voicemail service® . . .
nhanced voicemail services

Multimedia Content Delivery

N Audio Teleconferencira Video Streaming Services

Pre-pay services Specialized Information Services
Network ACD Service=
Location based services

Web-Based Service Order=

Data Backup/Recovery Services

Web/Internet Access
Basic EMail

Voice Over IP Services

Multimedia Bridging Services
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Customer Demand Evolution
C—M\ ALI\_\S.L Jjjzﬂ

> Traditional networks  4sadaill G

> Residential customers & corporate networks
IS HET s ¢ Al ¢Dlaall 3
> Simple process for requesting basic or enhanced services
Ladl) o dsalaY) leodl) Qllal o ilee 3

» Today a sl

> Business customers ol g Uasll 4b )
> Bandwidth and service on demand «lhll xie Zaadll 5 g2 yill @Uaill (i e

> Electronic interfaces for requesting services or changes,
reporting trouble, and billing

> Quick provisioning time and Q0S  4all 335 g dc juny Sl

D : &




Management Functionality Evolution

3 i\a‘ﬁ\ LJELE; i?L._\'

» Traditional (PSTN) networks (PSTN) 4laill Gl
» Circuit switching: F>C>A>P >S

» Fault = service disruption daadl) g i) = Uad
> Configuration = service provisioning  4eaall b &=y <l
» Per call accounting = Business Jlac V) = Luilaa 3500 (S

> lgnore performance since resources are reserved
ads gina 3 sall OV 1Y) Jalas »
> No security BARY




>

Management Functionality Evolution

Next Generation Networks (NGN) A&l Jaall il
Data/Multimedia IP networks: lSuE|P saaziall Jaila ol / bl

>»S>P>A~C~F
> Security is the essential requirement ¢sbus¥) b il @ Y
> Efficient resource gtilization through Performance
management  s1a¥ 3l YA (e ) sall aladin) 5ol

> Bulk bandwidth or usage based accounting

sl bl e NRESNY Y ol 23 A il alaxs
> Misconfiguration and faults are tolerable in some cases

Yl Gany (8 A gite gl s (Sl 6 g

} &



Network Management Vision Evolution
Sl Bl Ay sk

> Traditional management el 5 ylay)
> Element management ainll 31
> Get/ Set device management parameters
Suladdl 300 8 jea) Gt [ e Jpanll 5
> Get alarms from equipments  laxall (e Y1 5 jgal e J ganll

» Current trend (vision) (As) (Sl olasy)
> Service & Business management Jlac Y 5 la) g daad
> Process & Workflow management Jardl a3 Hla) 5 dolee
> TeleManagement Forum (TMF) is the driving force behind this
vision

Ay ll eda ¢l 5 dadlll 548 8 (TMF) TeleManagement i »
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Summary iy yall Jo shasll

> What is Network Management? fasill 5l (o4 L
> OAM&P or FCAPS or FAB or ...

» Why Network Management? flSuill 3 la) 13
» Cost and Revenue is determined by it Lo alal Y 5 Aalsil) apaas oy
» Who is Who in Network Management? $a<uall 5 la) 8 il sa (s

> NM Provider (Equipment, NP Application, Integration) & NM Users (Service
Providers, End users)

(05l ) seaiivnall ¢ Laddll gadia) NM  ediinse 5 (JalSH (NP Gl ¢ Clanddl) NM 2330 5
» What is going in Real Network Management Systems?

fdaaal) A, 5 o) dadail 8 sl >
» Many applications in NOC & Slapkill e 11INOC

» Why is Network Management Challenging?  fdma GlSulll 3 la) uias 13k
> Technical, Organizational, ... .. ¢ Aaadanl) ¢ A
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